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[37] ABSTRACT

A method and system for detecting frand §0 4 credit care
transaction belween consumer and o merchant over the
Internet. The method and system comprises oblainiag eredit
card information relating o the ransaction from the con-
susmor; and verifying the eredit card information based upon
a varicly of pasamefers. The variely of parameters are
weighted 8o as 10 provide a mercham with a guantifiable
inlication of wheber the ¢redit card transaction is Fraudu-
lent. 1 so doing, an imegrated verification system is pro-
vided which allews a merchant, or the like, to accurately and
eflicicatly determine ihe validity of a transaction over the
Internet.
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1
METHOD AND SYSTEM FOR DETECTING
FRAUI IN A CREDIT CARD TRANSACTION
OYER THE INTERNET
FIELD OF THE INVENTION

The present invemtion relales penerally o oredit card
trsnsactions and specifically w detecting Fraud in such credit
card transactions when ordering and downloading informa-
tion over the [nwernet,

BACKGROUND OF THE INVENTION

Credil card transactions are being utilized in o vaclesy of
environments. In a typical covironment @ user provides 4
merchant withy a eredit card, and the merchant through
various means will verify wheiher that information is aceu-
rate, For examyple, rélerring now o FIG. 1, a typical credit
curd verification system 10 Js showa. In sueh a systen, a
merchani 12 receives a credit card from Lhe eustiomer 14,
The merchant then verifies the eredit cavd fnformation
through an sutomaied verification system (*AVS™ 16,

These systems work well fa & credil card transaction in
which either the customer has o face-to-lice meeting with
the mercham or the merchant is aclually shipping a package

or lbe like to the address of @ customer, The verification

procedure Iypicaily includes receiving at ihe AVS sysiem
addelress information and identity information. Fowever,
when downloading brforaaasion from an online service or the
Tmiernct, the address and Klentity information are not enough
1o adeguately verily that the customer who i puechasing the

goods is actually the owner of the eredit card. For example,

wn individuad may have batk the mume and the sddress ol a
particn lar credil card holder and tiat inforsation in & normai
teansuction may be sufficieni for authorization of such a
transuction, However, in an Internet transaction it s possible

to obtain alt the correet information relaed w o the partivular ™

credit card holder through uaserupuloss means, and
therefore, e able 10 fravculemly obiain information.
Accordingly, what is needed is 4 system and method that
overcomes the problems associnted wit o fypical verifica-
tion sysiem for eredil card transactions particalarly i the
Internet or pnline services enviropment. The system should
e easily implememed within the exisiing eavironment and
should also be siraightforwardly applied 10 existing tech-
nology, The present invention addresses such a necd.

SUMMARY

A wethod atd system: for detecting [rand in s credit card
ransaction between a consumer and a merchant over the
Inernet. The method wnd sysiem comprises obizining eredit
card information relating o the transaction {rom the con-
sumer; and verifving the credit card infonmaiion bascd upon
# variety of parameters. The variety of paramelers asc
weighted 80 as 10 provide a merchmn with o quantifighle
indication of whether the credit card wransaciion is fraudu-
lent. In s0 doing, an imegrated verificalion system is pro-
vided which allows a merchant, or the like, o acourately and
efliciemly determine the validity of 4 transaction over the
[Taternet.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. b is diagram ol 1be priog aret verification system lor
credit carld ransaction,

FI1G. 2 is o verification system in aceordance with the
present nventon,

FIG. 3 s a fow chant of the verification system ia
accordance with the present invention.
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FIG. 4 s a fow chart of the injegrated verification system

in aceocdance with the present invenion.
DETAILED DESCRWTHON

The present invention relates 1o a fraad detection meihod,
system and apparatus for use in credil card transaciion over
online services or the Iateenct. The following description s
presetied o enable ong of erdinary skill in the art 0 make
and use the invention und is provided in the comexi of a
patent application and its reguiremenis. Various modifica-
tioos 1o the preferred embodiment will be readily appareat 1o
those skilled in the'art and the gencric principles berein may
be applied to other embodiments. Thus, the present inven-
Hon s not intended (o be limited @ the embudiment shown
but is (o be sccorded e widest seope consistent with the
principles and featurces deseribod herein.

The present invention provides an integrated vertlication
system for credil card transactions over an online service or
the Tnierpel. Referring now 1o FIG. 2, wiai is shown is a
block diagram of a system 188 which wounlkd use 1he veri-
fication procedure in.accordance with the present invention,
System LU0 Includes, similar to FIG. 1, a cusiomer 102 and
a merchant HM. The customer 102 provides the mercham
with a eredit cardl, and the merchint then sends information
from it 10 un integrated verification system (“1VS™) 106
which includes a variely of parameters providing
consislensy, history and other information in an integrated
fashion 1o determine whether the credit caed information is
valid. The [VE 106 is typically implemented in software for
example in a haed disk, floppy disk or other computer-
readable medium. I o typical erabodimem, when the cus-
wmer W02 orders a particular piece of soltware (o be
downloaded from a merchant 1084, the merchant will provide
the credil card number, ¢-mail address and oiber pertinent
information (o the VS 106, The integraied verification
sysiem 106 then weights the variely of parameters so a5 t©
provice » pserchant wilh a quantifiable indication on whetber
the credit snd transaction is fraudolent. To more cleacly
describe the operation of a systiem and method i accordanee
with the present jnvention, refer now to the followiag
discussion In conjunclion with the accompanying figures.

FIG. 3 shows a simple block disgram for providing an
integrated verification of a credit eard transuetion over Lhe
Internet, The 1VS 106 includes 2 controller 212 which
receives the credit information from the merchant and then
sends tha information on o a varigty of paramalers 202-
208, The pluratity of parameters operaie on the information
to provide an indication of whether the transaction is valid.
I this embudimenl, the phacality of parameters comprises a
history check 202, a consistency cheek 2, 2n antomatic
verification system 206 and an lowraet identificalion veri-
fiemion systemy ("IIVE") 208, The ocupws or individual
indications ol validity of these pammetess are providecd 10
fraud detecror 210, The fraud detector 210 combines 1hese
inputs 1o provide an integrated indication of whether the
particular transaction is valid,

Consistency ¢lieck 204 allows IVS H6 1 delerming
whether the credit information is consisent, e, does the
credit information mateh the user and olher information,
AVS system 206 provides similar inlormation as AVS 16
deseribed in F1G. 10 A key feawre of bath the history
database 222 and the Internet 1D database 224 is that they
ean be aceessed and the information there within can he
supplemenied by a variely of other merchants and, therefore,
information from those merchants is obtainable thereby,

History check 202 is provided which glso accesses a
history database 222 which may include card number and
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email ipformation, The history check 202 wilk ajso actively
dererming if the. particular ransaction mostches previous
database information within the history database 222,
Therefore, the Interoet 1) verification syslem 208 and
history check 202 inereases in wility over time, The luernel
11> verification sysien 208 provides for a system for veri-
feing the validity of an Internet address, 1he details of which
will be discussed hercinafer, The 1nteret identificalion
verification system 208 similar (o the hisiory check 202

includes a database 224 which can be added o by olher

merchants,

by addition, the Injernet identification verification system
2018 neeesses and communicates with a datatise of Interne)
addresses. This systeny will be used 10 verify whether the
fmernut address 1$ consistent with other Internet addresses
being wsed in wansactions utilizing this credit card,

These dilferemt parameters are weighted via weighting
blocks 2 14-220, respectively, dependent upon the particular
eredit card wansaction, For example,if 1he amount of dollar
transaction is eddtical, it may be appropriate Tor the hiswory
check 202 and AVS systean 206-and 206 1o be weighted more
critically than the other parametecs. On (he other hand, if 4
eritical point is the consisteney of the Inwernet acdress, then
the consistency cheek 204 and the Internet identification
sysiem 208 may be more critical. Accordingly, each of the
verilication parameters 202-208 may be weighted in diffec
ent amounts depenching upon Hs bmportance in the verilica-
Lion process.

Aparticularly important feature of the present invention is

the Tmternet identificmion systein 208 and Iis operation ”

within ihe inlegrated verification system 106, Through this
sysiem 208, it is possible fo quickly determine if an Inteenet
identibcation address is being wilized froudulensly, To
describe this fealure in more detail, refer now 1o FI1G. 4 and
the accompanying discussion.

[1G, 4 is o flow ehart of the internet identification
verification sysiem 208, The goal of Internet identificaion
verificarion system 208 Js 10 determine whether the physical
address or the physical focation of the address compares 10
o provious physical location that was used for thias particular
Iternet address, Accordingly, in ihe fow chart of FIG. 4,
first the mumber of transuctions that had been processed
using that particvlar Interner address is oblained from the
datghase 224, vin siep 302, Thereafier, a map of those
transactions 8 conslrweted based on those oblained
transactians, via siep 304, Finally, the constructed map is
used o derermine if the new credii Card wansaction is valid,
via step 308, Accordingly, through a system amd method in

accordasee with this system, an Internet identification veri-

fication sysiem s provided which can quickly and easily
detennine whether o panicular laeroet acddeess is nefated 10
a particular credit eard sransaction.

Accordingly, what is provided is a system and method for
accurately determintep whether 2 particular credit. card
transaciion is a fraududent one, The integrated verificalion
syslem in accordance with the present invention provides for
weighting the varicly al parameters so as o provide a
merchant with a quantifisble indication on whether the crisdit
and transaction is fraudulen,

Abhough the present invention has been described in
aevirdance with the embodiments shown, one ol ordinary
skill in the art will recognize that there vould be variatioas
to the embodiment s those varistions woukd be within the
spirit and scope of the presemt invention. Therefore,
although the present favention was described In wwrms of a
particular verification system, one of ordinary skill in the an

2

[
e

30

53

LA

4
readily recognizes, that any number of paramelces can be
utilized and their use would be within the spirit and scope of
the presenl invention, Accordingly, many modifications may
be made by one of ordinary skitl withow departing from the
spiril and scope of the presem avention, the scope of which
is efined by the following cluims,

Whant is claimed is:

1. Amethod for detecting frawd in a ¢rediv card ransaction
between o consumer and a merchanl over the Interncl
comprising the steps of:

receiving, from the consvmer, credil card information

refating o (e tnsaction;
creating znd storing a consisiency ¢heck mechanism, a
history check mechanism, an auonudic verification
mechanism and an Imternet ideantification mechanism,
dach of whick may inditaie whether the credit car
Irunsaction is frauduleni based on iransacticn
information, in combination with information that iden-
tilies the consaimer; in which the transaction informa-
tion provides the merchamt with a quantifiable indica-
tion of whether the eredit card transaclion is fraudulent;

receiving from the merchinl and storing 4 weight value
associated with each of the mechanisms and storing the
weight vilue in association with information 1hat iden-
tifies the mechanisps, whercin cach of 1he weight
values siguifies an fmportance 1o the merchant of the
value 10 the credil card (ransaction of the associaled
mechanism;

weighting each value of the plurality of parameters

aecording to the weight valves;

determining whether the credit card information is

fraudulent, based upon the valuesof the parameless and
the weight valves;

comuunicating to the merchanl, ever the Internct, an

indication whether the credit card information is
frandulent;

whervin the steps of creating and sworing further include:

abtaining other iransactions utilizing an Tolernet address

that is identified with the eredit card transaction;
constructing & map of credit card numbers based upon the
other lransactions; and

utilizing, the mup of credit card sumbers to determine il

the credin card wransaclion is valid.

2. A compuier reacable medium contining program
instructions for detecting {raud in a credit card transatlion
between a consumer and a2 merchant over the Internal,
wherein execution of the program instructions by one or
more processors of a computer svstem causes the one or
NORE Processors 1o carey ot fhe steps of:

a) oblaining credit card information relating o the trans-

actions Erom the consumer; and

b} verifying the eredit card inlogmation based upon valucs

of a plurality of parameters, in combination with infor-
mation that identifies the consumer, and that may
provide an indication whether the credil card transac-
tion is fravdulent,

whercin cach value amonyg the plurality of parameters is

weighted o the verifving step according 1o an
impostance, a5 determined by the merchant, of that
valte to the credit sard Iransaction, so as (o provide the
nwrehant with a quantifiable indication of whether the
eredit ¢ard transaction ix fraudulent,

wherein excention of the program {nstructions by one or

more processers of a copipiter system causes the one
OF MOre processors 1o carry oul the further steps oft
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obrining other ransaetions utilizing an Internet address a) obuining other fransactions ulitizing an Internet
that is identified with the ceedit card trapsaction; con- af.ltlr-:&w that js identificd wib the credit card transac-
strucling a map ol eredit card uambers based vpos the how o
osher transactions; and b) construcling a map of credit cord numbers based upon
3 the olber (ransactions angl;

wtilizing the map of credit card numbers 1o determine if ¢) tilizing Ihe map of credit card numbers © delermine
the credit card Trapsaction is valid. if B eredit caed transaction is valid.
3. A method for verifyving the validity of a credit card
trunsaction over the Tulernet comprising the steps ol I R T
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EX PARTE
REEXAMINATION CERTIFICATE
ISSUED UNDER 35 U.S.C. 307
THE PATENT 18 HER
INDICAT

BY AMENDED AS
D BELOW,

Matter cuchased in heavy brackets [ ] appeared in the
patent, but has been deleted and §s no longer a part of the
patent; matter printed in italics indicates sdditions made
to the patent.

AS A RESULT OF REEXAMINATION, I'T HAS BEEN
DETERMINGD THAT:

Clabms 1. 2 and 3 are determined to be putentable as
amended,

LA method for deteeting fraud in o credif card transaciion
between o consumer and & merchan over the Internet com-
prising the steps of:

receiving, from the consumer, eredit card information

refating to the transaction;

creating and storing o consistency check mechinism, a 2

history check mechunism, un sutomatic verifioation
mechanism and an Internet identification meclanism,
each of which may indicate whether the credit card
transuction is [raudulent bazed on (ransaciion

infrmution, in combination with information tat iden- 3

lfics the conswmer, in which the tansaction informa-
tion provides the merchant with 2 quantifisble indica-
tion of whather the eredit eard transaction is fraudulent;

receiving from the merchant and sioring o weight value
asgsocinied with each ol the inechanisnis and storing the
weight value in association with information that iden-
tifies the mechanisms, wherein cach of the weight val-
ues signilies an importanee w the merchant of the value
to the credit card wansaction ol the associaled mecha-
nism;

weighiing each value of the plurality of parameters
aceording to the weight valnes;

determining whether the eredit card informatien is
fraudulem, hased upon the values of the parmmeters and
the welght valnes;

communicating to the merchant, over the Internet, an indi-
cation whether the credit card information is fraudu-
lent:

2

wherein the steps of ereating and storing furiher include:

obtaining information abeir other transactions [utilizing]
that have wilized an Internet address that is identified
with the credit card wamsaction;

construciing a mip of crediv card numbers based wpon the
ather irassactions;. and

utilizing e map of credit cand nombers w determine i
the-credit card transaction is valid.

2. A vompiter readable mediun comaining program
instructions for detecting fraud in a credit card transaction
betweent u consumer and 2 merchani over the Infernet.
wherein execution of the program instructions by onie or
mare processors of a computer systen canses the one or
MOre processors to carcy out the sieps-of

a} abtaining credit card information relating © the trans-
actions Irom the consumer; and

b) verifying the eredit card information based upon values
of plurality of parameters, in combination with infor-
mation that identifies the consumer, and that may pro-
vide an indieation whether ibe-credit card transaction is
franduient,

wherein cach value among thie plurality of parameters is
weighted in the verilying step according 1o an
importance, #s determined by the merchant, of tha
vitlue 1o the eredit card transaction, so as 10 provide the
merchant with a quantifiable indication of whéther the
credit card transaction is frandulent,

wherein execution of the progrim struetions by ome or
more processors of a computer system causes that one
or more processors W carry out the further steps of:

abtiining leffrmarion abom other transactioas futilizing)
thas-have wilized an Internet sddress that is identified
with the eredit card wansaction; constructing o map of
credit card numbers based upon the-other transactions:
and wtilizing the map of credit card numbers to; deter-
mine if the credit card wansaction is valid,

3. A method for verilving the validity of o credit card

ransaction over the Internet comprising (he steps of:

a) ablaiming lnformtation abeut otlier transactions [utiliz-
ing] that bave wiilized an Interet address that is identi-
fied with the the credit card wransaction,

b} constructing @ map ol credit card numbers based upos
the other transactions and;

¢) utilizing the map of credit card numbers 10 determine iF
the credit card transaction is valid.
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